15t Rural & Regional Conveyancing understands the importance of protecting the privacy of an
individual’s personal information and adopts the Australian Privacy Principles (APPs) contained in
the Privacy Act 1988 (Cth) (Act).

This Privacy Policy sets out how we collect, use and disclose information about you, how we aim
to protect the privacy of your personal information and your rights in relation to your personal
information.

Please read this Privacy Policy carefully. By providing personal information to us, you consent to
us collecting, holding, using and disclosing your personal information in accordance with this
Privacy Policy. You do not have to provide personal information to us, however, if you do not, it
may affect your use of this Site or the products and/or services offered on or through it.

We may modify this policy from time to time by publishing it on our website. Your continued use of
our website will indicate your acceptance of any changes to this Privacy Policy.

Kinds of personal information

To enable 15t Rural & Regional Conveyancing to provide a conveyancing service on your behalf
we are required to collect your personal information. Personal information is information or an
opinion about an identified, or reasonably identifiable, individual, whether or not the information or
opinion is true and whether or not it is recorded in a material form.

As a client (or potential client), you will be required to share some personal information with us.
This may include:

° contact details such as your name, business or personal addresses, email addresses,
phone and fax numbers;
° your employment or professional details;

your age and/or date of birth;

your preferences and/or opinions;

details of your company’s ABN and/or ACN;

financial information including bank account and credit card details;

your browser session and geo-location data, device and network information, statistics on
page views and sessions, acquisition sources, search queries and/or browsing behaviour;

° additional personal information that you provide to us, directly or indirectly, through your use
of our website, associated applications, associated social media platforms and/or accounts from
which you permit us to collect information; and

° any other personal information requested by us and/or provided by you or a third party.
We will sometimes collect “sensitive information” from you. Sensitive information is defined in the
Privacy Act. We will only collect sensitive information with your consent or as required by law.

Collection of personal information

Generally, 18t Rural & Regional Conveyancing will collect your personal information through:

° direct contact with you, whether in person, over the phone, or via a video-conferencing
platform (including recording and transcribing video and telephone calls so they can be saved to
your file), email, or more rarely, snail mail; or

° the completion of online contact forms, intake forms or booking forms on our website.

We may also collect information from publicly available sources, other professional advisors or
government and statutory authorities in connection with your matter.

When you use our website, the following information may be logged for statistical purposes and for
the purposes of marketing and advertising to you:

) the date and time of your visit to our website;

your IP address;

pages that you accessed and documents downloaded; and

the type of browser you were using.



Cookies may be used on our website. Cookies are pieces of information that a website transfers to
a computer’s hard drive for record keeping purposes. Most web browsers are set to accept
cookies and do not personally identify the user.

Purpose of collection
18t Rural & Regional Conveyancing may need your personal information for the following reasons:

° to respond to your enquiries or consultation request via our website;

) so we can provide you with a conveyancing service;

° for accounting, billing and other internal administrative purposes;

° any other legal requirements including any that we need to comply with under

Conveyancing Act 2006 or our Conveyancers Regulations or any legal requirement under any
relevant law in Victoria or Australia.

We will not use or disclose any information about you other than the purpose for which it was
collected, without your consent, unless the use or disclosure is permitted under the Privacy Act,
required by law or authorised by you.

We are bound by professional obligations of confidentiality. We will continue to treat and protect
any personal information we receive in accordance with these obligations.

Management and security of your personal information

We take reasonable precautions to safeguard your information from loss, misuse, unauthorised
access, modification or disclosure. We use a number of means to protect your information
including:

we engage Ignite Cyber Security Services to ensure we comply with the cybersecurity framework
established by the Australian Cyber Security Centre, train our team in cyber awareness, perform
simulated phishing attacks to test our systems, monitor spam and phishing emails, monitor the
dark web for data breaches and ensure all devices are regularly updated and compliant;

regularly updating and enforcing our Responsible Al Use Policy;

IT password protection including multi factor authentication on all databases containing personal
information;

business grade anti-virus and firewall software;

employment conditions and staff policies requiring confidentiality of information and the privacy of
individuals.

All information that you provide is automatically transferred to our system. When you contact or
engage us, you consent to your personal information being held by our system as outlined in this
Privacy Policy.

Despite our best efforts, the internet itself cannot be trusted as a secure environment. Whilst we
choose services that we think offer appropriate levels of security for our information, we are unable
to give an absolute promise that your personal information will always be safe. Your personal
information may be stored in locations outside our direct control and may be held outside
Australia. If you are not comfortable with this, you should not provide us with your personal
information. If we become aware of any security breach relating to your personal information, we
will advise you as soon as we can.

We may disclose personal information to external service providers including IT service providers.
Where we engage external service providers, we take reasonable steps to ensure these providers
comply with the APPs.

Overseas disclosure

We may disclose personal information to overseas recipients in order to provide necessary
Conveyancing services and for administrative or other business management purposes. Before
disclosing any personal information, we take steps reasonable in the circumstances to ensure the
overseas recipient complies with the APPs or is bound by a substantially similar privacy scheme,
unless you consent to the overseas disclosure or it is otherwise required or permitted by law.



Data retention and deletion

We take reasonable steps to securely dispose of all information that is no longer needed for the
reason that it was requested, or as required by law. 15t Rural & Regional Conveyancing will retain
your personal information for as long as necessary to fulfill the purposes outlined in this Privacy
Policy, unless a longer retention period is required or permitted by law.

In the event that we are required by law to retain your personal information for a longer period, we
will comply with such legal obligations. However, we will ensure that the retention of your personal
information is limited to what is necessary and will take appropriate measures to protect the
privacy and security of your personal information during the retention period.

Disclosure of personal information
Generally, 18t Rural and Regional Conveyancing will only disclose your personal information for
the purpose of providing Conveyancing services. This disclosure is always on a confidential basis
or otherwise in accordance with law. This may include disclosing your personal information to:

Third party service providers for the purpose of enabling them to provide their services to us
including IT service providers, data storage, web-hosting and server providers, marketing or
advertising providers

Third party service providers engaged to perform administrative or other business
management services, such as our outsourced accounting team.

Courts, tribunals or debt collectors in the event that you fail to pay for services we have
provided to you;

Al and Generative Al service providers

The third party service providers listed below:
TriConvey/TriSearch-

Smokeball -

Microsoft 365 - Document & email management -

Zoom - Video conferencing -

Scantek- Verification of identity service -

EasyAML — Anti money laundering compliance - https://easyaml.com/privacy-policy/

Ignite systems - cyber security - chrome-
extension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.ignitesystems.com.au/uploads/4/1/1/3/4
1136127/ignite_systems_privacy_policy _services_.pdf

Cyber Basics - https://www.cyberbasics.com.au/privacy-policy.html

If the above service providers change in future, we will update our Privacy Policy. We recommend
you frequently review this privacy policy for any changes.

We also encourage you to review the privacy policies of these service providers at the links
provided above.

18t Rural & Regional Conveyancing may also disclose your personal information with your consent
or if disclosure is required or authorised by law.

Controlling your privacy

Please read this Privacy Policy carefully. If you provide personal information to us, you understand
that we collect, hold, use and disclose your personal information in accordance with this Privacy
Policy.

You do not have to provide personal information to us, however if you do not, it may affect our
ability to provide our services to you.

How you can access your personal information
Under the Privacy Act, you have a right to access and seek correction of your personal information
that is collected and held by 15t Rural & Regional Conveyancing.


https://www.smokeball.com.au/privacy
https://privacy.microsoft.com/en-ca/privacystatement
https://explore.zoom.us/en/privacy/
https://easyaml.com/privacy-policy/
https://www.cyberbasics.com.au/privacy-policy.html

If at any time you would like to access or correct the personal information that 15t Rural & Regional
Conveyancing holds about you, please contact our privacy officer:

Margaret Gration

PO Box 132 Cobden Vic 3266

To obtain access to your personal information:

° you will have to provide proof of identity to ensure that personal information is provided only
to the correct individuals and that the privacy of others is protected;

) you will need to be reasonably specific about the information you require; and

° 18t Rural & Regional Conveyancing may charge you a reasonable administration fee, which

reflects the cost to us for providing access in accordance with your request.

If 15 Rural & Regional Conveyancing refuses your request to access or correct your personal
information, we will provide you with written reasons for the refusal and details of complaint
mechanisms.

Links to other websites

We may provide you with links to other websites. We do not have control over those websites and
we are not responsible for the protection and privacy of any personal information which you
provide whilst visiting those websites. Those websites are not governed by this Privacy Policy.

Complaints

Please direct all privacy complaints to our privacy officer. We will take any privacy complaints
seriously and deal with them in a prompt and confidential manner.

You will be informed of the outcome of your complaint following completion of the investigation,
which will take no more than 30 days.

In the event that you are dissatisfied with the outcome of your complaint, you may refer the
complaint to Consumer Affairs - https://www.consumer.vic.gov.au/contact-us/resolve-your-
problem/general-complaint



